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Abstract
Over the past decades, internet governance has developed in a tug‐of‐war between the democratic, transnational nature of
the web, and attempts by national governments to put cyberspace under control. Recently, the idea of digital sovereignty
has started to increasingly gain more supporters among nation states. This article is a case study on the Russian con‐
cept of a “sovereign internet.” In 2019, the so‐called law on sustainable internet marked a new milestone in the develop‐
ment of RuNet. Drawing on document analysis and expert interviews, I reconstruct Russia’s strategic narrative on internet
sovereignty and its evolution over time. I identify the main factors that have shaped the Russian concept of sovereignty,
including domestic politics, the economy, international relations, and the historical trajectory of the Russian segment of
the internet. The article places the Russian case in a global context and discusses the importance of strategic narratives of
digital sovereignty for the future of internet governance.
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1. Introduction

Global internet governance, which has been evolving
over the past decades in the spirit of the Declaration
of the Independence of Cyberspace (Barlow, 1996), has
apparently reached a bifurcation point where more and
more national governments are introducing their con‐
cepts of internet sovereignty. In the 2010s, this term
had a rather negative connotation in the global media
(Woodhams, 2019). The internet isolation policies of
China, Iran, and Russia were seen as a destructive trend
towards a “Splinternet,” which would undermine the
global digital economy and violate the human rights of
freedom of speech and information access.When the so‐
called “sovereign internet” bill was introduced in Russia
at the end of 2018, it was criticized in the press as an
“online Iron Curtain” (Schulze, 2019). The widespread
criticism and protests against the policy even made

Russian legislators and pro‐statemedia change theword‐
ing in the description from “sovereign internet” to “sus‐
tainable internet” (see Shimaev et al., 2019).

However, within the last few years, democratic coun‐
tries such as EU states have also begun to talk intensely
about their digital sovereignty (Pohle, 2020). Do different
political regimes mean the same thing when they plead
for digital sovereignty? Apparently not. The term “digi‐
tal sovereignty” remains a highly contested one, and its
interpretation differs from country to country and thus
has “conflict potential” (Thiel, 2021). Kleinwächter (2021)
has called the current state of Internet governance a “dig‐
ital cacophony in a splintering cyberworld.” This situation
makes a study of strategic narratives (Miskimmon et al.,
2013) of digital sovereignty an important contribution to
the debate over the future of cyberspace.

In this article, I aim to explore Russia’s strategic nar‐
rative regarding a “sovereign internet.” Drawing on the
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analysis of the major doctrines and strategies of the
Russian government concerning internet policy since
1999, as well as on five expert interviews, I reconstruct
the Russian government’s strategic narrative of internet
independence and explore the major factors that have
shaped its approach to digital sovereignty. The article
places the Russian case in a global context, contributing
to a better understanding of the current challenges and
perspectives of internet governance.

I conclude that the Russian concept is based on its
approach to internet security, whereby internet security
is likened to information security, and where the state’s
control over information flows is placed at the forefront.
The key elements of the Russian understanding of digital
sovereignty are: (1) control over data (in the form of data
filtering and data localization), (2) control over infrastruc‐
ture (in the form of, among others, protectionism and
a centralized system of monitoring equipment), (3) pro‐
motion of Russian internet governance initiatives at the
international level.

Although foreign threats to information security play
a central role in Russia’s strategic narrative of digital
sovereignty, it is domestic politics and the impetus
of elites to control oppositional discourse within the
country that have apparently had the biggest impact
on the formation of Russian digital sovereignty policy.
I conclude by discussing the role of strategic narra‐
tives in regard to digital sovereignty for the future of
Internet governance.

The remainder of this article is organized as follows:
First, I give an overview of the major approaches to
digital sovereignty. Then I present the development of
Russian internet policy during the last decade, followed
by the methodology section, the presentation of results
and their interpretation, and the discussion.

2. Approaches to Internet Sovereignty: Drawing
Borders in Cyberspace

On the one hand, the internet has opened immense
opportunities for different actors worldwide. On the
other hand, it has undermined the sovereignty of nation
states, challenging existing rules and reshuffling the
world order by empowering new global players, such
as large social media platforms. In the 1990s and
2000s, the benefits of global interconnectedness for
nation states largely prevailed over concerns about
cyberthreats. However, after the Arab Spring in 2011,
authoritarian leaders worldwide realized that the mobi‐
lizing potential of social media had become a real threat
to their rule, so they have increasingly tightened control
over online communication in their respective countries
(Richter & Kozman, 2021). In 2013, Snowden’s revela‐
tions about internet surveillance by US intelligence have
stirred up a discussion about, among other factors, tech‐
nical autonomy in EU countries (Müller, 2017).

While, in the 2000s, China with its Golden Shield
program, also known as the Great Firewall, was a stan‐

dalone example of internet isolation, in the 2010s, more
andmore countries started to follow this path. According
to Mueller (2017), ideas about what we now call digital
sovereignty were first introduced in different countries,
including theUS, long before 2013, but there has beenno
widespread rhetoric about the necessity of digital auton‐
omy. Until recently, the term “digital sovereignty” has
been associated mostly with authoritarian states, such
as China and Iran.

These countries have, over the years, developed their
national approaches to internet sovereignty. If we imag‐
ine a continuum, where openness of the net is on the
right side and isolation on the left, the first from the left
would be the case of North Korean, where the internet
has been officially banned and replaced by a national
intranet. The Chinese approach to internet sovereignty
is much more sophisticated and apparently was able to
solve the so‐called “dictator’s dilemma” (Kedezie, 1997).
It implies that autocrats are usually faced with a choice
between two paths that are both vital for the sustain‐
ability of their regime but, at the same time, contra‐
dict each other: the promotion of information tech‐
nologies that bring economic benefits versus preserving
control over the information space. The Chinese govern‐
ment manages to combine both these paths. It is, how‐
ever, doubtful whether the Chinese case can be repli‐
cated, as the historical trajectory of internet develop‐
ment in China diverges from that of other countries.
The internet in China was initially designed as a central‐
ized network under state control. China’s approach to
internet sovereignty includes the Great Firewall, which
filters undesirable content, and includes protectionism
of Chinese IT companies and promotion of Chinese soft‐
ware and infrastructure worldwide (Steiner & Grzymek,
2020; Zeng et al., 2017). The Iranian approach is similar
to the Chinese one, but it draws rather on a defensive
strategy that was developed in reaction to international
sanctions (Michaelsen, 2018). Exploring the factors that
have shaped the current state of isolation of the Iranian
internet, Michaelsen has highlighted the importance of
international relations in this case.

Russia has joined the trend towards more state con‐
trol over the internet rather late: The tightening of inter‐
net regulation there began after the protest movement
“For Fair Elections” in 2011–2012 (Litvinenko & Toepfl,
2019). Russia’s policy towards digital sovereignty has
caused much discussion since the introduction of the
2018 draft of the bill on a sovereign internet, which was
adopted in 2019 (Schulze, 2019).

For a long time, the EU has been rather reluc‐
tant to use the term “digital sovereignty” (Thiel, 2021),
preferring the notions of “technical sovereignty” and
autonomy (Pohle, 2020). Germany had a leading role
in fueling the European debate on digital sovereignty
by putting it on the agenda for EU digital policy dur‐
ing Germany’s EU presidency in 2020 (Pohle, 2020).
A year earlier, this term had been widely used in
discussions about the project of the European data
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cloud—Gaia‐X—linking digital sovereignty to indepen‐
dence from externally produced infrastructure. German
Minister of Economic Affairs and Energy Peter Altmaier
said while introducing the project: “Germany has a claim
to digital sovereignty. That’s why it’s important to us that
cloud solutions are not just created in the U.S.” (Stolton,
2019). In her speech at the opening of the Internet
Governance Forum 2019 in Berlin, German Chancellor
Angela Merkel gave the following definition of the con‐
cept: “Digital sovereignty does not mean protectionism,
or that state authorities say what information can be
disseminated—censorship….It describes the ability both
of individuals and of society to shape the digital transfor‐
mation in a self‐determined way” (Merkel, 2019).

In her study of the European discourse on digital
sovereignty, Julia Pohle has shown that, in the EU, the
concept is linked to the democratic understanding of
sovereignty as the people’s right to self‐determination
(Pohle, 2020). It “encompasses the ability of individu‐
als as well as state or commercial institutions to make
autonomous use of digital technologies and to inde‐
pendently and securely exercise their roles in times of
digitalization” (Pohle, 2020, p. 8). The existing defini‐
tions, however, are still too vague, as they need to
be translated into tangible policy elements (Steiner &
Grzymek, 2020).

So far, the term remains instead a metaphor that
is interpreted in different ways by different political
regimes. Kolozaridi and Muravyov (2021) have sug‐
gested understanding states’ internet sovereignty claims
as “performance, rhetorical acts whose primary func‐
tion is to counter hegemonic tendencies.” In a situa‐
tion of a “digital cacophony in a splintering cyberworld”
(Kleinwächter, 2021), the use of such a vague termmight
deepen existing controversies between states. At the
same time, a better understanding of different states’
narratives of internet sovereignty would bring more clar‐
ity to the ongoing processes of internet fragmentation.

Here, I suggest using the concept of strategic nar‐
rative that was shaped by Alister Miskimmon, Laura
Roselle, and Ben O’Loughlin (Miskimmon et al., 2013).
It is a theoretical framework for studying the persua‐
sive communication of nation states in the international
arena. By strategic narratives, they understand “a com‐
municative tool through which political actors—usually
elites—attempt to give determined meaning to the past,
present, and future in order to achieve political objec‐
tives” (Miskimmon et al., 2013, p. 5). The authors dis‐
tinguish strategic narratives at three levels: international
system narratives, national narratives, and issue narra‐
tives (see also Roselle et al., 2014). The latter are meant
to put governmental policies into context, and to explain
why certain policies are necessary and how they can be
successfully realized. Looking at the rationales that stand
behind the use of the term “digital sovereignty” by dif‐
ferent states will help us better understand the ongoing
debate about the future of cyberspace.

3. The Russian Case: From an Underregulated Internet
to Digital Sovereignty

The Russian segment of the internet, also called RuNet,
remained largely unregulated until Putin’s third presi‐
dential term, which started in 2012 (Vendil Pallin, 2017).
In the 2000s, against the backdrop of increasing censor‐
ship in traditional media, the internet was celebrated
as a free forum for political discussion (Richter, 2007).
Scholars explained the absence of tight regulation over
cyberspace by the fact “that the digital technologies
do not offer a solution to issues of media control”
(Richter, 2007, p. 206). However, as time has passed,
new means to provide technological control over inter‐
net resources have emerged, which have been increas‐
ingly implemented by the Russian government.

The turning point in Russian internet policy was,
according to many scholars, the protests of 2011–2012,
which, to a large extent, were fueled by online media
(Vendil Pallin, 2017). For instance, Soldatov (2015) men‐
tioned that, although the blocking of websites had
already been a rather common measure for the Russian
authorities since 2007, it had previously been applied fol‐
lowing a court decision and occurred in a non‐systematic
manner: “Since November 2012, internet censorship
acquired a systemic nature” (Soldatov, 2015, p. 1).

In 2016, the so‐called “Yarovaya Package,” a set of
amendments to anti‐terrorism legislation, was adopted,
which became an important milestone in the tighten‐
ing of state control over cyberspace (Lehtisaari, 2019).
Among other things, the law obliged internet providers
to store all data for half a year, which was barely even
technically possible. It also introduced more severe pun‐
ishment for the (re)posting of pro‐terrorist or extrem‐
ist content.

One of the core characteristics of Russian internet
legislation is its vague wording as well as its selectivity
regarding the implementation of restrictive laws (Oates,
2013; Vendil Pallin, 2017). As Vendil Pallin has noted,
“most laws are not systematically implemented and by
no means all opposition content that is posted on the
internet leads to legal or other actions from the authori‐
ties” (Vendil Pallin, 2017, p. 17).

Vendil Pallin (2017) examined strategies that the
Russian government had implemented since 2013 in
order to gain control over cyberspace though ownership
of domestic resources and to regulate international com‐
panies operating on the RuNet—the first steps towards
Russian digital sovereignty. For instance, in 2016, the
obligation of internet operators to store the personal
data of Russian citizens within the territory of the
Russian Federation was officially framed “as a measure
to increase security and safeguard the privacy of Russian
internet users” (Vendil Pallin, 2017, p. 27). Another law
that came into effect in November 2017 restricted the
activities of VPN services and anonymizers, prescribing
them to block Russian users’ access to content pro‐
hibited by the Federal Service for Supervision in the

Media and Communication, 2021, Volume 9, Issue 4, Pages 5–15 7

https://www.cogitatiopress.com


Sphere of Telecom, Information Technologies and Mass
Communications (or Roskomnadzor). However, in the
two years after the enactment of the law, VPN compa‐
nies did not follow the rules, and the Russian authorities
did not try to punish them for not doing so. As Soldatov
mentioned in 2015, analyzing the perspectives of block‐
ing the anonymizer Tor in Russia, just legal prohibition
would be not enough, “a highly efficient technological
solution is required” (Soldatov, 2015, p. 8), and it seems
to not have been found yet.

The next major step on the path towards plac‐
ing Russian internet segments under state control was
the legislative initiative on “sovereign internet” that
came into effect in October 2019. It introduced a sys‐
tem of state‐sponsored monitoring devices that had
to be installed by Internet providers and that helped
authorities filter, reroute, and block internet traffic
(Epifanova, 2020).

Stadnik (2021a) has analyzed internet independence
policy in Russia by applying Müller’s (2017) categoriza‐
tion of methods of alignment of cyberspace to national
borders: national securitization, territorialization of infor‐
mation flows, and efforts to control critical internet
resources along national lines. She has concluded that
all these methods are being implemented in Russia and
that the Russian government seeks to provide “national
security at any price” (Stadnik, 2021a, p. 162), to a
large extent ignoring the interests of private stakehold‐
ers. In her other paper, Stadnik (2021b) examined four
attempts of the Russian government to exercise con‐
trol over information flows via internet infrastructure,
including a blacklist to filter internet content, the law on
“sovereign RuNet,” the failed attempt to ban themessen‐
ger app Telegram in the country, and a list of “socially
significant websites” that could potentially be used as
a “white list” of accessible internet resources. She con‐
cluded that these measures “do not work as the gov‐
ernment would wish” (Stadnik, 2021b) and that content
filtering leads to, among other things, undesirable side
effects for the whole network.

Ramesh and colleagues did an investigative study
of technical censorship mechanisms employed by the
Russian state and came to the conclusion that the design
of Russia’s internet censorship in a decentralized net‐
work “is a blueprint, and perhaps a forewarning of what
national censorship regimes could look like inmanyother
countries” that have a network design similar to Russia’s
(Ramesh et al., 2020, p. 13). This makes the Russian
case of internet control of significant importance for
global internet governance, as it is potentially replicable
in other countries, in contrast to that of China, where the
internet is centralized by design.

After the introduction of the “sovereign internet”
bill, several reports emerged analyzing Russian internet
policy (Epifanova, 2020; Gruska, 2019; Soldatov, 2019).
However, there is still a lack of academic research on the
Russian approach to digital sovereignty. This study aims
to address this gap by answering the following research

question: What is the strategic narrative of the Russian
government on internet sovereignty, and what are the
main factors that have influenced its development?

4. Methodology

In order to address the research question, I have ana‐
lyzed the official strategy papers on internet policies
in Russia, issued by the government in the period
1999–2019, and I have conducted five semi‐structured
interviews with experts, which helped reconstruct the
government’s strategic narrative and identify the key fac‐
tors in its evolution over time. The Russian official strate‐
gies and doctrines “feature the official position in regard
to aims, tasks, principles and themain directions” of gov‐
ernmental policies (Russian Federation, 2016). They can
thus be seen as an articulation of strategic narratives
that are applied as fundamental principles for future leg‐
islation. In accordance with the terminology of Roselle
et al. (2014), the narratives of official internet strategies
in Russia can be categorized as issue narratives and are
targeted both at the domestic audience to legitimize poli‐
cies and at foreign governments as official messages in
international politics.

From 1999 to 2020, the following seven strategic
papers on internet policies were issued: Strategies of the
Information Society Development (1999, 2008, 2017),
Doctrines of Information Security (2000, 2016), Basic
Principles for State Policy in the Field of International
Information Security (2013), and Development Strategy
for IT Industry for 2014–2020 and until 2025 (2013).
I have also included the 2019 Federal Law 90‐FZ, known
as the “sovereign internet” bill, in the analysis, insofar as
it contains a memorandum explaining the official ratio‐
nale for introducing the bill.

The document analysis combined elements of con‐
tent analysis and thematic analysis (Bowen, 2009, p. 32).
It aimed at reconstructing the official state narrative
in regard to independence in cyberspace by identify‐
ing the three elements in strategic narratives: problema‐
tized issues, claims of causality, and proposed solutions
(Miskimmon et al., 2013; Szostek, 2017). In this particu‐
lar case, it means focusing on the following categories:
(1) key terms of internet policy, (2) rationales provided
for policies in regard to independence in internet space,
and (3) solutions—that is, policies themselves.

After completing the document analysis, I conducted
five semi‐structured interviews with experts on internet
governance in Russia. The aim of the interviews was
twofold: (1) to verify the findings of the document analy‐
sis and (2) distinguish the major factors that have led to
changes in the strategic narrative on internet sovereignty
over time.

The experts interviewed are representatives of differ‐
ent areas of expertise in Russian internet governance:
Ilona Stadnik (Coordination Center for TLD .RU/.РФ),
Michail Medrish (former head of the Coordination
Center for TLD .RU/.РФ and member of the Council
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of Europe’s Committee of Experts on Cross‐Border
Flow of Internet Traffic and Internet Freedom), Andrei
Soldatov (investigative journalist specializing in Russian
internet policies), Polina Kolozaridi (researcher of the
RuNet, associate professor at the National Research
University Higher School of Economics), and Alena
Epifanova (expert on Russia’s domestic and foreign pol‐
icy in cyberspace, German Council on Foreign Relations).
In the interviews, I asked these experts to describe the
Russian approach to internet sovereignty and how it dif‐
fers from that of other countries, to name themilestones
in the evolution of this approach, and the factors that,
in their view, influenced this development. I also asked
them to verify my conclusions from the document analy‐
sis. The interviews conducted via Skype were recorded,
transcribed, and analyzed using NVivo software.

5. Findings

Below, I present the findings of the document analysis,
according to the key areas of my inquiry: key terms of
internet policy, rationales provided for policies in regard
to independence on the internet, and solutions/policies.

5.1. Key Terms of Internet Policy

It is remarkable that the term “internet” is not men‐
tioned in the strategic documents of 1999 and 2000 and
is only mentioned three times in the eight pages of the
2008 Strategy of the Information Society Development.
It was only in 2013 that the internet was mentioned
prominently in the documents analyzed. The termsmost
widely used in all the documents are “information,”
“information sphere,” and “information and communica‐
tion technologies.” In the 2000 Doctrine for Information
Security, the role of the information sphere in the
“strengthening of moral values of society” is emphasized.
Here, for the first time, the necessity of “technological
independence” for Russia in the IT sphere is mentioned.

The Information Society Development Strategy of
1999 sounds very optimistic and states that the main
strategic goal of Russia in transition towards an infor‐
mation society is “the creation of a developed infor‐
mation and communication societal environment and
Russia’s integration into the global information commu‐
nity” (Russian Federation, 1999). In the 2008 strategy, the
focus lay in the improvement of electronic governance,
as well as in participation in international norm develop‐
ment and in the mechanisms of internet governance.

In both Doctrines for Information Security (2000,
2016), there is no mention of “cybersecurity,” which is
usually used in international documents. The focus is
always on information, that is, on content, not on the
channels of its transmission. According to these doc‐
uments, Russia should counter “information threats,”
inter alia, information war. Although “information war”
is an important term for the Doctrines, no clear defini‐
tion of it is provided. Among the external threats to infor‐

mation security of the Russian Federation, “the devel‐
opment by a number of states of concepts of informa‐
tion wars” is listed, which implies “creation of means
of dangerous impact on information spheres of other
countries, violation of the normal functioning of informa‐
tion and telecommunication systems, safety of informa‐
tion resources, obtaining unauthorized access to them”
(Russian Federation, 2016).

The 2017 Strategy of the Information Society
Development places a bigger focus on the digital econ‐
omy compared to those of 1999 and 2008. An important
term in this strategy is “critical information infrastruc‐
ture,” which means information technologies used by
state institutions and by different industries. In order
to secure the critical information infrastructure, the
state has to support and represent the interest of the
national IT companies. In the 2017 document, one of the
main aims of internet policy is a development in Russia
towards being a “knowledge society,” which is defined
as a society “where the acquisition, preservation, pro‐
duction and dissemination of reliable information, while
taking into account the strategic national priorities of
the Russian Federation, are of predominant importance
for the development of a citizen, the economy and the
state” (Russian Federation, 2017).

In the 2013 Basic Principles for State Policy in the
Field of International Information Security, “interna‐
tional information security” is defined as follows:

A state of the global information space that excludes
the possibility of violating the rights of an individual,
society and the rights of the state in the informa‐
tion sphere, as well as destructive and illegal impact
on the elements of the national critical information
infrastructure. (Russian Federation, 2013a)

Following these principles, Russia should promote the
establishment of an international legal order aimed at
the “formation of an international information security
system” (Russian Federation, 2013a).

5.2. Rationales and Solutions

The rationales behind the Russian internet policies in
strategic papers have undergone a massive evolution
over time. In the 1999 Strategy for Development of
Information Society, the importance of preserving its
independence in the process of globalization is men‐
tioned, but the overall tone about globalization is opti‐
mistic and friendly towards the international community,
which is even called a “family”: “Russia has to join the
family of technologically and economically developed
countries as a full‐fledged participant in theworld civiliza‐
tional development while maintaining political indepen‐
dence, national identity and cultural traditions” (Russian
Federation, 1999).

According to this document, Russia has to find its
own way in the information society, which would be
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oriented to the Russian socio‐cultural context and would
require minimum financial investments from the state.
This rather laissez‐faire attitude of the state towards
internet business is characteristic of the first decade of
the 21st century.

In the 2000 Doctrine for Information Security, the
list of the main threats to information security is not
that long and is rather vaguely formulated: from threats
to human rights to “the spiritual revival of Russia,”
to “information support of the state policy of the
Russian Federation,” and brain‐drain of IT specialists.
As a solution, the document emphasizes the importance
of “information support of the policies of the Russian
Federation,” by providing the Russian and international
audiencewith reliable information in this regard (Russian
Federation, 2000). Support for Russian IT production is
also highlighted.

The 2008 Strategy of the Information Society
Development, which marked the start of the presidency
of Dmitry Medvedev, was still optimistic towards infor‐
mation and telecommunication technologies, which,
by then, had become “a locomotive of the socio‐
economic development” worldwide, so the state had to
ensure “access of citizens to information” and develop
e‐governance services (Russian Federation, 2008).

The 2013 Strategy for Development of IT Industry for
2014–2020 mentions the increasing role of the internet
in society: In 2012, the monthly audience of the inter‐
net in Russia reached more than 55 percent (Russian
Federation, 2013b). “The absence of territorial borders
on the internet” was seen as a chance for Russian IT com‐
panies to become leaders in the international market.
Increasing the attractiveness of Russia as a jurisdiction
for the operation of IT companies would positively affect
the development of the domestic IT industry.

The 2013 Basic Principles for State Policy in the
Field of International Information Security includes the
promotion of Russian initiatives in the area of interna‐
tional information security. This is important, as ICTs
can be used as, among other purposes, an “informa‐
tion weapon” for “discrediting sovereignty, violating the
territorial integrity of states,” and violating public order
(Russian Federation, 2013a).

In the 2016 Doctrine for Information Security, the
list of threats from ICTs become more articulate in com‐
parison to the earlier 2000 document, and features,
among other things, cybercrimes, terrorism, and the
promotion of Russia‐critical content by foreign actors.
Moreover, according to the document, Russia runs a risk
of being targeted by so‐called “information weapons”
due to “the intensive introduction of foreign information
technologies” in Russian society. According to the 2016
Doctrine, these threats should be combatted by defend‐
ing one’s “own information sphere” from external influ‐
ence. What exactly does this mean? For one thing, it
means the so‐called “import substitution” by national
products and the protection of national interests in the
market. Information security is to be provided not only

by state authorities, but also by state media and telecom
operators (Russian Federation, 2016).

The 2017 Strategy of the Information Society
Development emphasizes the priority of “moral values
traditional for Russia and social norms based on them
when using technologies” (Russian Federation, 2017).
This should be done by, for example, promoting infor‐
mation resources that are based on so‐called “tradi‐
tional Russian values.” However, these values are not
further defined.

The strategy papers starting from 2013 have
increasingly mentioned various abstract foreign threats.
The explanatory memorandum of the 2019 “sovereign
internet” bill is more direct in its wording: It names the
US as a threat to the sustainability of the internet in
Russia. The bill was prepared “considering the aggres‐
sive tone of the US National Cyber Strategy adopted in
September 2018” (Russian Federation, 2019). According
to the memorandum, Russia was “groundlessly accused”
by the US of commissioning hacker attacks and was
threatened with punishment. The memorandum implies
that this punishment could be the disruption of the coun‐
try’s internet. Therefore, according to the same docu‐
ment, in order to guarantee “a sustainable operation
of the internet in Russia,” preventive measures have to
be taken. The bill implements technical means of coun‐
tering “threats for integrity, sustainability and safety of
functioning on the territory of the Russian Federation
of the ‘Internet’ network” (Russian Federation, 2019).
The so‐called “sovereign internet” bill obliges internet
providers to install devices provided by the state that can
monitor and block internet traffic. These measures are
thus presented as a preventive defense strategy against
foreign threats.

5.3. Evolution of the Strategic Narrative on Internet
Sovereignty Over Time

The analysis of strategic narratives on internet policies
in official documents from 1999 to 2019 shows a shift
that occurred around 2013: from perceiving the glob‐
alization of information primarily as a chance for, and
source of, economic growth to focusing on threats that
comewith dependence onWestern technologies and vul‐
nerabilities of the open information space.

All documents emphasize that it is control over the
content of information that matters first and foremost.
According to the expert Andrei Soldatov, this consti‐
tutes a crucial difference from the Western approach to
internet governance: “The Americans, the British, talked
about cyber security, the security of wires, of power sta‐
tions, that is, ‘the iron.’ Andour officials have always used
the term ‘information security’… that is, content.”

For Soldatov, the roots of the fundamental split in
the understanding of the threat of the internet between
Russia and the West lie in Russia’s domestic affairs in
the 1990s. According to the expert, at the beginning of
the Second Chechen War in 1999, Putin had to explain
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the government’s failure in the First Chechen war, so he
blamed it on the information interference of the journal‐
ists who covered the conflict. As a result, the Information
Security Doctrine of 2000 stated the importance of the
defense of the information sphere.

Based on the combination of the analysis of strate‐
gic narratives and expert interviews, the following ele‐
ments of the Russian concept of internet sovereignty can
be distinguished:

1. Control over data flows (i.e., filtering of content
and data localization);

2. Control over infrastructure (i.e., protectionism of
national software, centralized system of monitor‐
ing internet traffic);

3. Promotion of Russian initiatives at the interna‐
tional level.

The experts have distinguished the following factors,
which, in their view, helped shape this approach:
(1) domestic politics, (2) economic factors, (3) interna‐
tional relations, and (4) the historical trajectory of RuNet.

5.3.1. Domestic Politics

Inner political rationales were mentioned in the official
documents and dealt with guaranteeing constitutional
rights for citizens, as well as warranting stability, secu‐
rity, and economic progress in the country. However,
as the experts confirmed, some of the important trig‐
gers for internet regulation were left out of sight in
the official narrative. Thus, the protest movement “For
Fair Elections” in 2011–2012 was crucial for the major
shift towards the internet sovereignty that we observed
in documents starting from 2013. The street protests
broke out after the revelation of fraud during the parlia‐
ment elections in December 2011 and demonstrated the
power of socialmedia in triggering an oppositionalmove‐
ment, which made the state reconsider its laissez‐faire
attitude towards regulation of online communication
(Litvinenko & Toepfl, 2019). For the Russian government,
said Alena Epifanova, this protest wave was apparently a
more significant factor than the previous Arab Spring.

Another important trigger for the tightening of
internet control was regional protests in 2017–2019.
According to Andrei Soldatov, the blocking of the inter‐
net just in time in Russian regions in order to curb polit‐
ical dissent was one of the major aims of the “sovereign
internet” bill.

Ilona Stadnik mentioned the case of the failure to
block the Telegrammessenger app in 2018–2020 as a cat‐
alyst for developing newmechanisms of control over the
internet infrastructure. Telegram was officially blocked
after the presidential election in 2018, but regulating
institutions failed to stop its work. Citizens continued to
use Telegram via VPNs, and it became even more popu‐
lar, so the government decided to officially unblock it in
July 2020.

Three experts also mentioned the role of elite power
struggles within the Russian government, the so‐called
“war between the Kremlin towers.” The first decade
of internet development in Russia was dominated by
more liberal elites, who were calling for Russia’s mod‐
ernization, especially under Medvedev’s presidency in
2008–2012. Starting from the Putin’s third presidential
term in 2012, the role of siloviki (members of the min‐
istries in charge of national security) has been increas‐
ing significantly. For them, security is more valuable than
progress, and they tend to be in favor of internet block‐
ages and other restrictions.

However, the government still cannot afford to sim‐
ply cut Russia’s access to global social media platforms,
as it would most probably trigger major social unrest.
Over the decades, people have gotten used to free com‐
munication online, and many users have built their busi‐
nesses using the monetization models of YouTube or
Instagram. According to Soldatov, this, among other fac‐
tors, constitutes an important difference between the
internet in Russia and in China. Thus, the government
has to balance between its urge to control the informa‐
tion space and the risks of putting too much pressure on
civil society.

5.3.2. Economic Factors

In the 2000s, the liberal approach to internet legislation
was inspired by the perceived benefits of digitalization,
which is reflected in the documents analyzed. An inter‐
net isolation policy, on the one hand, would mean los‐
ing many of those benefits. According to expert Ilona
Stadnik, Russia cannot afford the risk of being discon‐
nected from the global digital economy.

On the other hand, the aspiration of Russia to be
independent in regard to internet infrastructure con‐
tradicts the current potential of the Russian IT indus‐
try. Despite the protectionism policy towards Russia’s
IT companies, Russia has no capacities to substitute
all the imported IT products with Russian equivalents.
Epifanova poses the question: “Will Russian Internet
sovereignty be made in the US or in China?”

Over the past decade, Russian IT companies have
been increasingly subjected to more control and com‐
pliance by the state. In 2016, the introduction of the
Yarovaya law package, which obligated providers to store
all communication data for six months at their own
expense, stirred up a large protest within the IT indus‐
try. In 2019, the “sovereign internet” bill mandated that
providers install equipment that would monitor internet
traffic. However, Soldatov pointed out, this time themea‐
sure was to be paid for by the state, so the IT industry did
not voice as much discontent as it had with the law of
2016. According to the expert, the IT companies realized
that “with the current Russian image, they do not have
many chances abroad anyway, so they have to develop
the domestic market.”
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5.3.3. International Relations

This factor plays a crucial role in the state rationale
behind the necessity of internet independence. Already
in the 2000 Doctrine for Information Security, depen‐
dence on foreign IT companies is listed as one of the
threats to national security. In 2019, the sovereign inter‐
net bill was framed as a reaction to the “aggressive tone”
of the 2018 US National Cyber Strategy. The experts
emphasized that the international relations factor was
used rather as a tool to frame restrictive policies for the
Russian audience.

The experts agreed upon the following international
milestones, which had an influence on the Russian
approach to internet sovereignty: (1) Edward Snowden’s
revelations in 2013, (2) international sanctions against
Russia after the annexation of Crimea in 2014, and (3) the
accusation of Russia in the interference in the US elec‐
tions of 2016. Interestingly, as experts Kolozaridi and
Stadnik point out, the Snowden revelations seem to
have had less of an impact on Russian internet gov‐
ernance compared to the consequences they had in
the West. In Russia, the digital sovereignty discourse
started to evolve intensely after the introduction of eco‐
nomic sanctions in 2014 and the subsequent policy of
import phaseout.

The scandal around the alleged interference of
Russia in the US elections and around the data breach
in Cambridge Analytica made the West reconsider its
attitude toward cybersecurity. In the framework of
fake‐news debates, internet security is now also dis‐
cussed in the West in terms of having control over con‐
tent of information. Russia has perceived this as a win‐
dow of opportunity to promote its understanding of
information security, which it has already been sharing
with China for a long time. According to Soldatov, legisla‐
tion on fake news in different countries has given Russian
authorities an opportunity to promote its narrative on
information security.

Interestingly, dependence on global online platforms,
which is central to digital sovereignty debates in the EU,
has not been specifically thematized in the analyzed doc‐
uments. However, this aspect has recently started to play
a big role in public discourse and may be included in the
strategic narrative on internet sovereignty in the future.

5.3.4. Historical Trajectory

In the interviews, all the experts mentioned the impor‐
tance of the legacy of the historical development of
RuNet, both from the technological and from the societal
perspective, in shaping internet policies. According to
Michail Medrish, the infrastructure of the Russian inter‐
net was initially designed to be highly decentralized, so it
is hard to gain centralized control over RuNet. Soldatov
elaborates that the liberal phase in internet regulation
that lasted until 2012 shaped the country’s online mar‐
ket as well as users’ habits, and the state has been forced

to take this into consideration on its path towards dig‐
ital sovereignty. Epifanova concludes that the historical
trajectory of RuNet makes the Russian model of digital
sovereignty potentially attractive to other regions of the
world, in contrast to the Chinese model, which is consid‐
ered to be non‐replicable.

6. Discussion and Conclusion

The Russian strategic narrative on internet policy has
been changing over time, depending on the elite’s evalu‐
ation of the benefits that global connectivity brings ver‐
sus its perceived threats. The crucial element in Russia’s
understanding of internet independence is the concept
of information security, which is content‐oriented, in con‐
trast to the Western concept of cybersecurity, which ini‐
tially was more infrastructure‐focused. This means that
control over the content of data flows lies at the core of
the Russian approach to internet sovereignty, and con‐
trol over the infrastructure is seen as a tool to achieve
this goal.

This contradicts the European understanding of digi‐
tal sovereignty, which is based on the concept of the self‐
determination of the people (Pohle, 2020). As Europe
has only recently coopted the concept, we are currently
observing a global struggle of strategic narratives on digi‐
tal sovereignty: a state‐centered approach represented
by Russia and China, where online borders are drawn
maximally near the offline ones, and the individual‐
centered approach of the EU, where the people are
called “sovereign.”

However, the democratic interpretation of internet
sovereignty appears, so far, to be even more vague than
the authoritarian one, as democratic mechanisms of
the self‐determination of its netizens are still underde‐
veloped. Given the power of narratives in shaping the
behavior of actors in international relations (Miskimmon
et al., 2013), it seems to be important for international
actors now to have an articulate vision and rationale for
their approach to this widely used term. In a situation
of struggle between strategic narratives around digital
sovereignty, the promotion of a country’s narrative at
the international level becomes one of the key elements
of internet sovereignty. This, among other things, helps
build regional alliances among countries that hold simi‐
lar positions on internet governance and thus givesmore
weight to arguments in favor of certain regulatory deci‐
sions on a global level.

The Russian case of internet sovereignty is of spe‐
cial importance for global internet governance, as it is
an attempt to subject a highly decentralized network to
tight state regulation via a series of measures, includ‐
ing control by infrastructure (Stadnik, 2021b). On the
one hand, it has a direct influence on some post‐Soviet
countries where RuNet plays an important role, such as
Belarus or Kazakhstan, and an indirect impact on many
other segments of the global network through diffusion
of legislative norms and practices. The global effects of
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national approaches to digital sovereignty are still to be
explored in future studies.

On the other hand, the Russian case reveals theweak‐
nesses of the authoritarian model of digital sovereignty,
which causes side effects for the network in the coun‐
try. This model is also challenged by infrastructure‐based
resistance, as in the case of the attempted Telegram
ban (Daucé & Musiani, 2021). Further study of the dis‐
crepancies between the norms and practices of digital
sovereignty would help us better understand the mech‐
anisms that shape today’s internet governance.

Overall, we have observed that a strategic narrative
on digital sovereignty is more than just an issue narra‐
tive, as it deals with a vision of the future of national seg‐
ments of the internet as well as that of global internet
governance. Comparative studies of national approaches
to digital sovereignty are needed in order to define com‐
mon ground for collaboration, as well as to distinguish
between decisive divergences in envisioning the future
of the global network.
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